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NOTIFICATION
New Delhi, the 27" October, 2009

G.5.R. 781 (E).— In exercise of the powers conferred by clause (z) of sub-section (2) of secton
&7, read with sub-section (2) of section 89A of the Information Technology Act 2000, (21 of 20009, the
Central Government hereby makes the following rules, namaly:

1. Short title and commencement— (1) These rules may be called the Information Technology
{Frocedure and Safeguards for Blocking for Access of information by Public) Rules, 2009,
(2) They shall come into force on the date of their publication in the Official Gazette.

2. Definitions.— In these rules, uniess the context othenwise requires —
(@) “Acl’ means the Information Technology Act, 2000 (21 of 2000);
(b) ‘“computer resource™ means computer resource as defined in clause (k) of sub-section (1) of
gechon 2 of the Act;
(e} “Designated Officer” means an officer designated as Designated Officer under rule 3.
(d} “Form® means a form appended to thess fniles:;
(8) “intermediary” means an intermediary as defined in clause (w) of sub-seclion (1) of section 2
of the Act; :
(i “nodal officer” means the nodal officer designated as such under rule 4
(g) “organisation” means -
(iiMinisinies or Depariments of the Government of India;
(i}  stale Governments and Union territories;
(i} any agency of the Central Government, as may be notified in the Offickal Gazette, by
the Ceniral Government;
(h)  “request” means the request for blocking of access by the public any information generated,
transmitted, received, stored o hosted in any compuler resource;
(i} “Review Committee” means the Review Committee constituted under rule 4154 of Indian
Telegraph Rules, 1951,

3. Designated Officer.— The Central Government shall designate by notification in Official Gazetle, an
officer of the Central Govemmenl not below the rank of a Joint Secretary, as the “‘Designated Officer”, for
the purpose of issuing direction for blocking for access by the pubfic any information generated.
transmitted, received. stored or hosted in any computer resource under sub-section (2) of section 684 of
the Act. 3

4. Neodal officer of organisation.— Every organisation for the purpose of these rules, shall designate
one of its officer as the Modal Officer and shall inlimate the same to the Ceniral Covemnment in ihe
Department of Information Technology under the Ministry of Communications and Information
Technology, Government of Indis and alss publish the name of the said Nodal Officer on their websile

5. Direction by Designated Officer.— The Designated Officer may, on receipt of any reques! fram the
Nodal Officer of an organisation or a competent court, by order direct any Agency of the Government or
intermediary to block for access by the public any information or part thereof ganerated. transmitled,
received, stored or hosted in any computer resource for any of the reasons specified in sub-saction (1) of
section 654 of the Act,

6. Forwarding of request by organisation.— (1) Any person may send their complaint 1o the Nodal
Officer of the concerned organisation for blocking of access by the public any information generated,
transmitied, received, stored or hosted in any computer resource:

Provided that any request. other than the ane from the MNodal Officer of the arganisation, shall be
sant with the approval of the Chief Secretary of the concerned State or Union territory to the Designated
Officer:



R — ——

Provided further that in case a Union termtary has no Chief Secretary, then, such requesl may be
approved by the Adviser to the Administrator of that Union taeritory,

(2} The organisation shall examine the complaint recesved under sub-rule (1) to satisly
themsalves about the need for taking of action in relation 1o the reasons enumerated in sub-section (1) of
section 684 of the Act and after being satishied, it shall send the request through s Nodal Officer to the
Designated Officer in the format specified in the Form appended 1o these rules.

(3} The Designated Officer shall not entartain any complaint or request for blocking of information
directly from any person

(4) The request shall be in writing on the latter head of the respective organisation, complele in all
fespects and may be sent either by mail or by fax er by e-mail signed wilh electronic signature of the
Madal Officar

Provided thal in case the request is sent by fax or by e-mail which is not signed with electronic
signature, the Modal Officer shall provide a signed copy of the request so as to reach the Designated
Officer within a period of three days of receipt of the request Dy 2uch fax or a-madl,

{5) On receipt, aach request shall be assigned a number alongwith the date and time of its receipt
by the Designated Officer and he shall acknowledge the receipt thereof to the Nodal Officer within a
peniod of twenty four hours of its recaipt,

!. Committee for examination of request— The request alongwith the printed sample content of the
alleged offending information or parl thereof shall be examined by & commitiee consisting of the
Designated Officer as its chairparson and representatives, nol below the rark of Jomt Secretary in
Ministries of Law and Justice, Home Affairs, Information and Broadcasting and the Indian Comguter
Emergency Response Team appainted under sub-section (1) of section 70B of the Act

§. Examination of request.— (1) On receipt of request under rule 6, the Designated Officer shall make
all reasonable effons to identify tho person or intermediary who has hosted the mfarmation or part ihereol
as well as the computer resource on which such infarmatian or Fart thereof 15 being hosted and where he
1% able to identify such person or intermediary and the computer resource hasting the information or part
thereod which have been requested to be blocked for public access, he shall issue 3 notice by way of
letters or fax or e-mail signed with electronic signatures to such person or intermediary in control of such
computer resource to appear and submit thelr reply and clarfications, if any, before the committes
referred 1o in rule 7, at a specified date and fime. which shall not be less than forty-gight howrs from the
time of receipt of such nefice by such person or ntermediary

(2) In case of non-appearance of guch persan or irtermediary, who has been served with the
nobice under sub-rule (1), before the committes on such specified date and time, the commiliea shall give
specific recommendation in writing with respeet ta the request received from the Nodal Officer, based on
the information available with the commitiee.

(3} In case, such a person or intermediary, who has been served with the notice wnder sub-rule
(1), is a foreign entity or bedy corporate as identifieg by the Designated Officer, notice shall be sand by
way of letters or fax or e-mail signed wilh electronic signalures to such foreign entity or body corporate
and any such foreign enlity or body corporate shall respond to such a notice within the time specified
therein, failing which the committee shall give specific recommandation in writing with respect 1o the
request receivied from the Nodal Officer, based on the infarmation aviailable with the commiltes

(4} The committee referred to in rule 7 shall examine the request and printed sample information
and consider whether the request is covered within the scope of sub-section (1) of section 694 of the Act
and that it is justifiable to block such information or part theresf and shall give specific recommendation in
wriling with respect to the request received from the Nodal Oifficer,

(5} The designated Officer shall submit the recommendation of the commitiee, in respect of the
request for blocking of information alongwith the details sent by the Nodal Officer, to the Secratary in the
Department of Information Technology under the Ministry of Communications and Infarmation
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Technolegy, Government of India (hereinafter referrad to as the "Secretary, Department of Information
Technology™).

() The Designated Officer. on approval of the request by the Secretary, Deparment of
Information Technology, shall direct any agency of the Government or the mtarmediary (o block the
offending infarmation generated, transmitted, received, stored or hosted In heir computer resource for
public access within the time limit specified in the direction:

Frovided that in case the request of the Modal Officer is not approved by the Secrelary,
Department of Information Technology, the Designated OMicer shall convey the same to such Modal
Officer.

8. Blocking of information in cases of emargency.— (1) Notwithstanding anyihing contained in rules
7 and 8. the Designated Officer, in any case of emergency nature. for which no dalay is acoiptable, shall
examing (he request and printed sample information and consider whether the request is within the scope
of sub-section(1) of section 694 of the Act and it is nécessary of expedient and justifiable ta black suech
infarmation or part thereaf and submit the request with specific recommendations in wriling to Secretary,
Department of Information Technology.

{2) In a case of emergency nature, the Secratary, Department of Infermation Technology may, if
he is salisfied that it is necessary or expedient and justifiable for blocking for public access of any
information or part thereof through any computer resgurce and after recording reasons in writing, as an
interim measurd issue such directions as he may consider necessary to such identified or identifiable
persons or intermediary in contrel of such computer rescurce hosting such information or part therea!
without giving him an oppertunity of hearing.

(3) The Designated Officer, at the earliest but not later than forty-sight hours of issue of directian
under sub-rule (2), shall bring the request before the commities referrad toinrule 7 for is consideration
and recommendation.

(4] On receipt of recommendations of committes, Secratary. Depardment of Information
Technaolegy, shall pass the final order as regard to approval of such request and in case the request for
blocking is nol approved by the Secretary, Department of Information Technology in his final order, the
interim direction issued under sub-rule (2) shall be revoked and the person or intermegiary in contrad of
such mformation shall be accordingly directed to unblock the information far public accass.

f0. Process of order of court for blocking of information — In case of an order from a competent
court in India for blocking of any information or par thereof generated, tranamitted, received, stored or
hasted In a computer resource. the Designated Officer shall, immediataly on receipt of certified copy of
the court order, submit it to the Secretary, Department of Infarmation Technology and initiate action as
directad by the,court.

1. Expeditious disposal of request.— The request received from the Nodal Officer shall be decided
expeditiously which in no case shall be more than seven working days from the date of receipt of the

request.

12. Actien for non-compliance of direction by Intermadiary, — In case the intermediary fails 1o
comply with the direction issued to him under rule 9, the Designated Officer shall, with the prior approval
of the Secretary, Department of Information Technology, initiate appropriate acton as may be required to
comply with the provisions of sub-section (3) of section B84 of the Act

13, Intermediary to designate one person to recelve and handle directions.— (1) Every intermediary
shall designate at least one person lo receive and handle the directions for blocking of access by the
public any infarmation generated, transmilled, received, stored or hosted in any compuler resource under
these rules,

i



{2) The designated person of the Intermediary shall acknowledge receipt of the directions to the
Designated OMficer wathin two hours on receipt of the direction through acknowledgement letter or fax or
e-mail signed with electronic signature.

14. Meating of Review Commities.— The Review Committee shall meet at least once in two months
and racord its findings whether the directions ssued under these rules are in accordance with the
provisions of sub-seclion (1) of section 65A of the Act and if is of the opinion that the directions are nol in
accordanc® with the provisions referred to above, it may set aside the directions and issue onder for
unblocking of said information generated, transmitied, received, stored or hosted in a computer resource

"for public access,

15. Maintenance of records by Designated Officer — The Dessgnated Officer shall maintain complate
record of the requast recensed and aclion laken thereof, in electronic database and also in register of the
caszes of blocking for public access of the information generated, transmitied, received, stored or hostad
in 8 compuler resource.,

16. Requests and complaints to be confidential.— Strict confidentiality shall be maintained regarding
all the reguests and complaints received and actions taken thereof

FORM
[See rule 6(2))

A. Complaint

1. Hame of the complainant ; -
(Person who has sent the complaint 1o the Ministry/DepartimentState Govt /Nodal Officer)

2. Address
City : Pin Code:
1. Telephone (prefix STD code) 4, Fax (f any) :
5. Mabde (if any):
&. Email {if any):

Eﬂﬂlﬂl:‘lll of website/ computer rescurcefintermediary! offending Information hosted on the
(Flease give details wherever known)

7. URL !/ web address .

B. IP Address :

9. Hyperlink :

10. Server/Proxy Server address

11. Hame of the Intermediary :

12. URL of the Intermeadilry

(Please attach screensholiprintout of the offending information)

13, Address or location of Intermediary in case the intermediary 5 telecom service provider, network
senvice provider, inlernet service provider, web-hosting service provider and cyber café or other form
of intermediary for which information under paints (7), (8). (2}, (10). (11} and (12) are not available.
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€. Details of Request for blocking

14. Recommendation/Comments of the Ministry/State Gowt -

15: The level al which the comments/ recommendation have been approved
(Piease specify designation) : £

1E. Have the complaint been examined in Ministry/State Government © YN

17.1f yes, wnder which of the following reasons it falls (please tick):
{finterest of soveraignty or integrity of India -
{ii) Defence of India
(i)  Security of the State
(v} Friendly relations with foraign States
{v) Public crder
(v} For preventing incitement to the commission of any cognisable offence relating to above

D. Details of the Modal Officer forwarding the compilaint alongwith recommendation of the
Ministry/State Govt. and related enclosures

, 18. Mame of the Modal Officer:
18. Dresignation -
20. organisation :
21, Address

City : . Pin Code:
22, Telephone: {prefix 3TD code) 23, Fax (if any)
24, Mobila (il any):

25, Email (if any):

E. Any other information :

F. Enclosures : 1.
2
3.
Date : Place: Signature

[Mo. 8(1BH2004-EC)
M. RAVI SHANKER, Jt. Secy

28556175
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