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6. Digitally signing emails

This chapter serves as a step by step guide for digitally signing emails
using Microsoft Outlook (version 2003 is used in this chapter). The basic

steps are as under:

1. Configure your email account using Microsoft Outlook. The exact
information to be entered (such as server details etc) would depend
upon the email service used by you. The image below illustrates the
basic configuration for a gmail account.

E-mail Accounts

Internet E-mail Settings (POP3)

User Information

Your Marne:

Logon Information

Password:

|:| Log on using Secure Password
Authentication {SPA)

Each of these settings are required to get your e-mail account working,

E-mail Address: sanyanagpal@arnail.com

User Mame: sanyanagpal@arnail.com

Remember password

Server Information

Incorning mail server (POP3Y | nop. gmail.com

Outgaing mail server (SMTPY | smip. gmail.com

Test Settings

After filling out the infarmation on this screen, we
recormend wou test your account by clicking the
button below, (Requires network connection)

Test Account Settings ... l

More Settings ...

[ < Back, ” Mexk = ]l Cancel ]

Internet E-mail Settings

General | Qutgoing Server | Connection | Advanced

3\'1 outgoing server (SMTPY requires authentication:

@gse same settings as my incoming mail server

O Log on using

(") Log on ko incoming mail server before sending mai

QK l [ Cancel

Internet E-mail Settings
General | Outgaing Server | Connection Advanced

Server Pork Mumbers

Incoming server (POP3Y: 995 Use Defaulks

This server requires an encrypted connection (S5L)
Qutgoing server (SMTP): 465
This server requires an encrypted connection (SSL)
Server Timeouts

Short ) Lang 1 minute

Delivery

[JLeave a copy of messages on the server

OK ] [ Cancel

TS
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TS 2. Gotothe Tools - Options = Security option of Microsoft Outlook.

The following screen opens up.

Preferences | Mail Sekup || Mail Format || Spelling | Security | Other

Encrypted e-mail

9 [JEncrypt conkents and attachments for oubgoing messanes:
: L?-li []add digital signature ko outgoing messages
Send clear text signed message when sending signed messages
[Jrequest S{MIME receipt For all S/MIME signed messages

Security zones allow vou to customize whether scripts and active
content can be run in HTML messages.

Security Zones

Zone: (&) Restricted sites v | zone settings...

Download Pictures

[ Change Autamatic Download Setkings. .. ]

Digital IDs (Certificates)

Digital IDs or Certificates are documents that allow vou to prove your
identity in electronic transactions,

[ Import/Export, ., ] [getaDigital ...

I K H Cancel ]

Check the “Add Digital Signatures to outgoing messages” option. Then click
on “Settings”. The following screen will open up.

Change Security Settings gl

Security Setting Preferences

Security Settings Mamne:

Cryptography Format: | S/MIME o

[ ]Defaulk Security Setting For this cryprographic message Format

[Secgrity Labels, .. l [ Tt

Certificates and Algorithms

Signing Certificate;

Encryption Certificate:

Send these certificates with signed messages

ok l [ Zancel
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Click on the “Choose” button next to the Signing Certificate option. The HIITD
following screen will open up. ¥

Note: In this illustration we are going to use the digital signature
certificate issued to Rohas Nagpal having the email ID
rn@asianlaws.org

Select Certificate

Select the certificate wou wank to use,

Issued ko Issued by Intended P...  Friendly na... = Expiration ...

Einohas M., TataConsu,.. Client Auth,,,  Mone 11/19/7008

O, H Cancel ][ Wieww Certificate

Click on “OK”. The following screen will open up.

Change Security Settings El

Security Setting Preferences

Security Settings Mame:

L vl

Cryptography Format: |S,|'MIME b |

[l pefault Security Setting For this cryphographic message Format

[Secgrity Labels. ., ] [ Mew

Certificates and Algorithms

Signing Certificate: ‘ | [ Choose, .. ]

Hash Algorithm: |SHF'.1 “ |

Encryption Certificate: | | [ Choose, .. ]

Encryption Algorithm: |3DES w |

Send these certificates with signed messages

[ Ok l [ Cancel ]

Add a suitable title for the Security Settings Name (e.g. “Rohas Nagpal” in this
case). Then click on “OK”.
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The following screen will open up.

Options @El

Preferences | Mail Setup || Mail Format | Spelling | Security | Other

Encrypted e-mail

‘9‘3 [CJEnceypt contents and attachments for outgoing messages
il

Send dlear text signed message when sending signed messages
[Jrequest SMIME receipt for all 5/MIME signed messages

Defaulk Setting:  |Rohas Magpal | | Settings...

Security Zones

Security zones allow you to customize whether scripts and active
conkent can be run in HTML messages,

Zone: (S Restricted sites hd [ Zone Sekkings. ..

Download Pictures

[ Change Automatic Download Settings. .. ]

Digital IDs (Certificates)

Digital IDs or Certificates are documents that allow wou to prove your
identity in electronic transactions,

[ Import/Export. .. ] [getaDigitaI 1D... ]

[ (0] 4 ll Cancel ][ Apply

)

Click on “Apply” and then click on “OK".

Now compose and send an email. All emails sent using the rn@asianlaws.org

account will be automatically signed. Let us presume that an email has been

sent from rn@asianlaws.org to sanyanagpal@gmail.com

The sanyanagpal@gmail.com account is accessed by Sanya Nagpal using
Microsoft Outlook. When Sanya received the digitally signed email from Rohas

Nagpal, it will appear as under:

! Fle Edit Wiew Insert Format PGP Tools  Actions Help  Adobe PDF

i aReply | (8Reply to Al | i Forward | (o o | & | ¥ |5 X | @ -
From: Rohas Magpal [rni@asianlaws.org]  Sent:  Tue 11§20/2007 5:34 PM
To: sanyanagpal@gmail, com
o
Subject:  Hello

Hi,
This is a test message.

Regards,
Rohas MNagpal
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Notice the icon marked with a circle in the image above. Clicking on it opens up TITTITYS
the following screen:

Digital Signature: Yalid El

Subject:  Hello
Frarm: Rohas Nagpal
Signed By rni@asianlaws, org

R The digital signature on this message is Walid and Trusted.,

For more infarmation abouk the certificate used to digitally sign

the message, click Details.

[ ]'warn me about errors in digitally signed e-mail before message opens,

It is clearly stated that “The digital signature on this message is Valid and
Trusted”. Clicking on the “Details” button opens up the following screen:

Message Security Properties §|

E Subject: Hella

Messages may conkain encryption and digikal signature layers, Each digital
signature laver may conkain multiple signatures.

Security Layers
Select a laver below to view its description.
w Subiject: Hello
w" Digital Signature Laver
Signer: rmi@asianlaws,org

Descripkion:

Ok Signed by rni@asianlaws,org using RSAISHAT at 53404 PM
11/20/2007.

Click. arvy of the Following butkons ko view mare infarmation about or make
changes to the selected layver:

| EditTrust... || wiewDetails... || Trust certificate Authority... |

[ ]varn me about errors in digitally signed e-mail,
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Clicking on “View Details” shows the relevant signature information as under:

Signature

General | Details

Signature Information

Message format: = MIME

Signed hy: rni@asianlaws,org
Signature status: Ok
Signing time: S:34:04 PM 11/20/2007

Digest algorithm: SHA1L

Signature algorithm: R34 (1024-hits)

Certificate Information

Issued hy: Tata Consulbancy Services Certifying —

Certificate status: Ik

[ ‘Wiew Certificate, ., ]

Close
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