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STATISTICAL REPORT ON CYBER CRIME
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System Administrator, DolCT

1. THUHMAHRUAI

Khawvel changkannate hi amah maia lo kal lovin ken tel engemaw a nei fo thin.
Internet khawvel pawh hian inbiak pawhna kawngah te, sumdawnna leh thil chi
hrang hrangah hmasawnna leh awlsamna chi hrang hrang a rawn thlen rual hian
tute tan emaw chuan alsam taka sual rawng han bawl theihna ‘remchang’ a siam
ve tlat a ni.

Internet hi a hmangtu kan tam telh telh a, Internet crime pawh a pung telh telh
bawk a ni tih report atang hian hmu thei a. Keini pawh hi kan duh emaw duhlo
emaw he thlipui hi chuan engtikawng zawng emaw tal chuan min rawn chim ve
dawn tho tho a, chuvangin tun atang hian a theih chin chinah a inven dante kan
ngaihven a, kan fimkhur deuh deuh a tul hle a ni. Mi tam zawkin report nachang
kan hriat loh vang te, report na tur awm loh vangte leh report dan kal hmang pawh
kan hriat loh avangin heng report-a lang bak hi crime tam tak ala awm thei awm
e.

2. INTERNET-AH ENG LAMPANG WEBSITE NGE TAM BER?

A hnuaiah hian Internet-a website hlawm chi hrang hrang dinhmun tarlan a ni a.
Tarlan ang hian Pornography(zahmawh rawngkai) chu a tam ber niin website
zawng zawng 36.21% lai chu porn site a ni a. Internet kal tlanga thil lei leh
zawrhna lampang(online shopping) chu 2-na niin, 10.84 % a ni a.
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3. PORNOGRAPHY(ZAHMAWH LAM RAWNG KAI) BIKAH:

a) Internet hmangtu 42.7% velin pornographics lam an en thin

b) Khawvelah pornographic websites mtd 4.2 vel awma chhut a ni

c) Thlatin Internet atanga thil download zawng zawng 35% vel hi pornographic
lampang hawi a ni

d) Cyber crime tam ber chu cyber pornography lampang niin 46% lai a ni a,
‘hacking’ lampangin a dawt a ni.

e) Nitin search engine(e.g google, yahoo etc) atangin pornographic lamhawi
vawi mtd 68 chhut luh a ni a, chu chu search engine atanga chhutluh zawng
zawng 25% vel a ni.

f) Nitin pornographic email 2.5 billion (email zawng zawng 8% ) thawn chhuah
ani.

g) Chatting ti thin zawng zawng 89% vel hian sex lampang hawi an sawi thin.

h) Nitin porn website thar 260 a awma chhut a ni.

1) Porn sites 89% vel hi U.S.A atanga siam a ni.

4. CYBER CRIME THLENG ZAT :

A hnuaia graph hian khawvela Internet crime zawng zawng zat lantir lo mah se, a
kum tela Internet crime pun chakzia chu kan ngaihruat thiam mai awm e.
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S. CYBER CRIME TAMNA RAMTE:

Internet Crime Complaint Centre(IC3) in a report dan chuan India ram chu
khawvela Internet crime tam lamah 5-na a niin USA chu 1-na a ni a, thil tisualtu
60% te hi kum 18 atanga 30 inkar an ni a. A hnuaiah hian a sang 7 tarlan a ni e.
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Symantec ten factor chi hrang hrang(malicious program thehdarh tam, phishing
site host tam, etc) hmanga an teh atanga cybercrime tamna ramte chu a hnuaia
hmuh ang hian USA(23%) chu 1-na niin, China(9%) leh Germany(6%) ten an
dawt a, India(3%) chu 11-na a ni.
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6. INBUM DAN CHI HRANG HRANG AN HMAN TAMTE:

Email leh website te hi cyber crime hmanraw tlanglawn ber berte a ni a, a hnuaia
complaint chi hrang hrang tarlan pawh hi heng email leh website atang tih deuh
vek hi a ni.

2008 Top 10 IC3 Complaint Categories
(Percent of Total Complaints Received)
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7. HMANRAW LANGSAR DEUH DEUH TE:

Tunlaia midang bum nan leh malicious program (virus,spyware, etc) thehdarhna
hmanraw langsar deuh deuh te chu

- Email leh websites

- Social networking sites (e.g.Facebook, MySpace,Orkut, etc)
- Malicious websites (script/program thalo awmna website) te
- Mobile phone

- USB sticks (e.g pendrive etc)

- Adobe Flash, pdf leh word documents te
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8. INDIA RAM DINHMUN TLANGPUI

Kan sawi tawh angina report-na chang kan hriat loh avang leh report dan kal
hmang kan hriat loh avangin a hnuaia kan tarlan aia tam hi cyber crime a awm
ngei ang. Kum 2004-2008 CERT-In(Indian Computer Emergency Response
Team) a report lut tarlan a ni. Kan hmuh ang hian report lut hi kumtinin alet aia
tamte’n a pung a ni.

Security Incidents 2004 2005 2006 2007 2008
Phishing 2! 101 339 392 604
Network Scanning / Probing 11 40 177 223 265
Virus / Malicious Code = 2 19 358 408
Spam - - - - 305
Website Compromise &

Malware Propagation ) ) ) ) 835
Denial of Service - - - - 54
Others 4 18 17 264 94
Total 23 254 552 1237 2565

Table 2. Year-wise summary of Security Incidents handled

Kum 2008 chhung bika CERT-In ten report hrang hrang an dawn dan a hnuaiah
hian tarlan a ni.

Sumary of Incidents Handles by CERT-In
during 2008
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3
k)

CERT-In(Indian Computer Emergency Response Team) te chuan kum 2008
chhung khan cyber crime report 2500 vel an dawng a, kum 2009(Jan-June)
chhungin report 3500 chuang an dawng tawh.

India rama Website tihchhiat(defaced) zat hi kumin 2009(Jan-June) chhung
hian 2118 a tling tawh.

Nikum 2008 chhung khan phishing incidents hi 604 report a ni a, kumin
2009(Jan-Mar) chhung in 96 report lut a awm tawh a, thlatin phiphsing
incidents 30 vel awma chhut a ni.

India ram hi khawvelah Internet hmangtu tamah 4-na kan ni

Kum 2013 ah chuan USA leh China dawtin 3-naah a kaichhoh rin a ni.

India ram hi IC3 report danin khawvela cyber crime tam lamah 5-na kan ni
India ram chhunga cyber crime tamna state te chu :

Gujarat, Andhra Pradesh, Madhya Pradesh leh Orissa state te an ni
Khawvelah Asia khawmualpui hi phishing site tamah 4-na a ni a, Asia ah
chuan India ram hi phishing site tamah 3-na a ni.

Banking lampang site te hi phishing hmanga beih tam ber a ni.

India ram chu spam thawn chhuak tam ram 4-na a ni.

9. HRIAT VE ATAN

a)
b)

c)

d)

L N W N~

July 2009 thleng khan khawvel pumah website mtd 110.8 vel register a awm
India ramah chuan Internet hmangtu 50% ten dating / friendship site an
en(visit) thin

Social Networking hmangtu tam ber chu MySpace a ni a, Facebook in
dawtin, Orkut hi 4-na a ni

Website tlawhtu nei tam te

. Google : mtd 844

. Microsoft :mtd 691
. Yahoo : mtd 581

. Facebook : mtd 340
. Wikimedia : mtd 303
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e) Nikum 2008 thleng khan computer virus chi hrang hrang maktaduai 1

chuang a awm tawha chhut a ni.

f)  Nitin anti-virus lem siamtute website thar 15 hmuh chhuah ziah a ni bawk a,

hei hi nikum 2008 aiin a let 3 in a tam zawk a ni.

g) Spam zawng zawng 99% vel chu mimal computer, Internet-a thlun zawmte

atanga thawn chhuahte a ni a, hei hi a chhan chu antivirus leh security kan

dah that tawk loh vang a ni.

h) Tunah hian India rama mihring 35.5% velin mobile an hmanga chhut a ni.

10. THU HAR HRILHFIAHNA:

Download:
Chatting:
Email:

USB sticks:

Site:
Porn:

Porn site:

Search engine:

CERT-In:

IC3:

Host:

Lachhawng / lakai tihna

Titi, inkawm

Internet atanga thil inthawn

Computer-a vuah theih chi thil(data-hla, movie,
documents) dahkhawmna hrim hrim ho hi (e.g
pendrive)

Website lam tawi atan hman mai a ni
Pornography lam tawi atan hman a ni

Pornopraphy website sawina

Internet atana thil zawnna. e.g. www.google.com.
www.yahoo.com etc

Indian Computer Emergency Response Team. India
rama cyber crime

Internet Crime Complaint Centre. USA-a Internet
crime lampang khawih thin an ni

Internet emaw computer inthlunzawmnaa computer, a
tul anga thu thawn lo dawng sawng a, lo thawn chhuak
leh thintu hi host chu a ni.
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Spam:

Malware:

Malicious
program/software:

Social networking
site:

Adobe Flash:

Pdf, word document:

11. REFERENCE:

Email emaw, thu engemaw mi tam tak vawi khata
thawn chhuah thin hi

Malicious software lamtawi

Computer program/software/script tha lo chi hrim
hrim sawina

Website chikhat, tute emaw biaknan leh thu
inthawnnana hman thin. e.g www.orkut.com,
www.facebook.com

Software chikhat animation(milem chethei) leh
website siamnana an hman tel ve thin

Pdf (portable document format). Thu ziahna/chhutna

(1) Security threat report: July 2009 update

2) Cybercrime Interlligence Report Issue no.2, 2009 — Finjan Vital Security

3) Emerging Cyber Threats Report for 2009 — Goergia Tech Information

Security Center

4) 2008 Internet Crime Report — Internet Crime Complaint Center

5) 2008 International Internet Trends study- Optenent

(6) Pornagraphy Statistics — My family Safe media
(7) APCERT 2008 Annual Report

(8) www.cert-in.org.in

(9) www.safeinternet.org

(10)  http://en.wikipedia.org
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